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Abstract
State-sponsored disinformation is never static, it almost certainly covers multiple topics at once in multiple
regions in order to maximise confusion and undermine the concept of an objective truth, especially in the case
of the Kremlin. The purpose of this report is not just to track the Kremlin's developing narratives, but also to
estimate how likely they are to gain traction based on our "Likelihood of Traction Scale"; a qualitative
estimation of how likely a narrative is to become considered as a legitimate or widely held viewpoint based on
analyses of prior disinformation campaigns and the regions it is targeting.
As previous analyses has highlighted, the Kremlin is reported to be banking on "Ukraine Fatigue" and knock on
effects of the conflict creating an environment in which its narratives will be received more sympathetically.
Likewise, Pre-bunking has proved to be an effective tool for disrupting the Kremlin's strategies, while the
divisions in perceptions between the West and the Global South have demonstrated the need for the West to
reinvigorate its strategic narrative. Therefore, ascertaining what narratives are being pushed and how likely
they are to resonate is a critical first step to developing Stratcom counter strategies.

Defining and determining traction
Defining Traction
While even videos/articles/tweets that gain a few shares can be deemed as "gaining traction", for the purposes of the scale, traction is defined
as when a story can be deemed as becoming part of the societal common narrative (in effect, becoming a part of everyday conversations and
being perceived as a widely held viewpoint). The scale begins at 5% (Remote Possibility) and rises to 95% (Almost Certain), as it cannot be
claimed that something will definitely happen or definitely not happen.

Determining Likelihood of Traction (LoT)
The basis of where a narrative lands on the LoT scale is based on the following analyses:
1. Traction of prior disinformation campaigns with similar themes (rate of engagement and appearance in
public debate).
2. Media literacy rates in target regions.
3. Russian/Russian-allied media penetration in target regions.
4. Current perspectives on target topics based on independent polling.
5. How compelling is the factual alternative narrative? Or, to what extent can a disinformation narrative
stand up in the face of a prevailing and powerful and well-articulated factual one? This is based on
current perceptions of the narrative's topic and authors.
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Europe and the West
Demonise migrants and refugees
Russia's invasion of Ukraine has prompted a massive
migration crisis; both from Ukrainian refugees fleeing the
conflict and from states in the Global South suffering from
food shortages and increased costs of living brought on by
the invasion and Russia's alleged exacerbation of these
issues.
More than 6 million Ukrainians have sought refuge in
European Union countries; while the number of asylumseekers who arrived in the EU during the first half of this
year almost doubled compared with the same period last
year.
It is highly likely that the Kremlin will engage in
disinformation campaigns to exaggerate the strain receiving
refugees will place on receiving states' resources, as well as
manufacture instances of crime perpetrated by migrants and
depict them as opportunistic, economically motivated, and
having exaggerated the dangers they are fleeing from.
The Kremlin is practiced in this form of campaign. During the height of the Syrian refugee crisis, Russian media and trolls amplified
disinformation or exaggerated purported cases of refugees committing crimes (in particular the infamous "Lisa case") and spread
disinformation that Jihadists were concealed among their number.
The risk is that as the cost of living crises grows alongside 'Ukraine Fatigue', narratives such as these will gain more traction.
It is almost certain that the Kremlin will further harness any nationalistic backlash against refugees for its propaganda campaigns in
the Global South.

LoT: Likely

Europe and the West
Utilise cost of living crisis to encourage disengagement
There is an undeniable Cost of Living Crisis affecting families across the
World, exacerbated by the Kremlin's invasion of Ukraine.
It has been reported that the Kremlin believes that the West will not be
able to cope with it in the long-term (based on notions of Western
audiences as weak and the knowledge that democratic leaders are
accountable to their citizens), and that eventually they will prioritise
addressing this domestic concern over aid to Ukraine. Resulting in
negotiations on Russia's terms.
To this end, it is almost certain that the Kremlin will seek to inflame
nativist sentiments by directly linking the cost of living crisis to
sanctions and aid to Ukraine.
This narrative has also gained some traction:
Multiple US politicians have already questioned the Biden
administration's commitment to Ukraine in the face in mounting
domestic issues.
Likewise, nationalist parties in Europe (some with Kremlin ties) have
seized on the platform that domestic issues should take priority over
aid to Ukraine. Their recent gains in elections suggest this narrative
is not altogether unpopular, and may grow over time.
While the main target for this narrative is the West, it is highly likely that the Kremlin will seek to export it to the Global South, with an
explicit focus on food security.
Due to the nature of democracy, shifts in opinion below translates to direct pressure on policy makers above. If this narrative is allowed
to gain more traction, it could result in a scale-back of critical military aid to Ukraine that could tip the balance of the conflict in the
Kremlin's favor, with disastrous results for international norms and stability.

LoT:
- The West: Likely
- The Global South: Highly
Likely

The Global South
Russia as the Global South's historical and current friend
Throughout the Cold War, the Soviet Union sponsored liberation movements in Latin America, Africa and Asia while
maintaining close relationships with members of the Non-Aligned Movement (like India).
Russia has continued to cultivate relationships in the Global South through a combination of cheap energy, weapons
deals, mercenaries (in particular the notorious Wagner Group) and a mixture of covert and overt information operations
to bolster its image. The effects of this were seen in the number of abstentions and rejections of the UN vote
condemning Russia's invasion of Ukraine that came from the Global South.
As Russia becomes increasing isolated and its economy comes under increasing strain from sanctions, it is almost
certain that it will seek to expand these relations for diplomatic and economic benefits (especially in Africa, which
contains the majority of the World's natural resources). To do so it will utilise its historical closeness to the region and
the region's historical grievances, chief among them colonialism.
Colonialism remains a significant obstacle to West-Global South relations; with the West being accused of
whitewashing, not recognising nor teaching its public of the significant atrocities committed during the colonial era
and the Cold War. Russia has utilised its lack of colonial exploits in Africa and Latin America to depict itself as a
positive contributor and traditional ally of the region (despite its rampant profiting from instability and the record of its
quasi-state-operated Wagner Network). The right image is a typical example of this messaging.
In Africa, it is highly likely that the Kremlin will link this past support to gain sympathy for its further narrative of
sanctions as the cause of the crisis, rather than its invasion.

Food insecurity caused by sanctions

LoT: Likely

The Kremlin's invasion has had a severe impact on energy and food markets, creating a food insecurity crisis in the Global South.
In order to prevent diplomatic blowback, the Kremlin has initiated a charm offensive coupled with disinformation operations to blame food shortages on Western sanctions on
Russia (despite the sanctions being designed not to target Russia's agricultural sector).
Although the crisis has been temporarily alleviated by an export deal between Ukraine and Russia, exports remain far lower than pre-invasion, which will exacerbate food
insecurity. As a result, it is almost certain that the Kremlin will continue to aggressively push this narrative as part of its strategic aim of vilifying the West in the eyes of the
Global South.

LoT: Realistic Possibility

The Global South
Russia's war in Ukraine as a "struggle against colonialism and imperialism"
Knowing the psychological impact colonialism has had on the Global South and the perceived lack of acknowledgement by the
West, the Kremlin has sought to exploit this in its messaging by framing its invasion of Ukraine as a struggle against "NATOImperialism".
Russia has long complained of NATO's expansion being "a direct threat" to its security; despite NATO being a defensive alliance and many of its post-Soviet members joining
out of concern for Russian aggression and disregards for their independence and sovereignty. More recently, it has tailored this messaging to move away from the basic
geopolitical narrative of security threats and towards the idea of combatting "imperialism"; changing itself from an equal power to a victim.
This narrative is designed to create a comradery with states in the Global South who suffered from colonialism as well as depict Russia as the underdog and the victim of
oppressive greater powers.
This messaging further overlooks Russia's imperialistic past in Eastern Europe and Asia, as well as the ultra nationalist ideologies of prominent Russian thinkers like
Aleksandr Dugin, who once called for "a Russia from Moscow to Dublin".
This narrative has already found traction; particularly in Indian media. It is also finding its way into the West's information space, as several academics and fringe outlets have
continued to espouse the theory that NATO enlargement "paved the way" for war (these arguments often overlook would-be-NATO-states' agency). As a result, it is almost
certain the Kremlin will intensify its messaging to win public opinion in the Global South and intensify dissatisfaction in the West as the Cost of Living Crisis continues to
grow.

LoT:
- The Global South: Likely
- The West: Realistic possibility

